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KE HOACH

Thuwe hién nhiém vu bdao dam an toan thong tin mang trong
co quan Phong Giao duc va Pao tao huyén nam 2019

Can ct Luat An toan thong tin mang ngay 19/11/2015;

Can ctt Quyét dinh s6 893/QD-TTg ngay 19/6/2016 ctia Thu tuéng Chinh phi
phé duyét Pé an Tuyén truyén, phd bién, nang cao nhan thtrc va trach nhiém vé an
toan thong tin dén nam 2020;

Can ctt Quyét dinh s6 898/QD-TTg ngay 27/5/2016 ctia Thu tuéng Chinh phi
phé duyét phuong huéng, muyc ti€u, nhiém vu bdo dam an toan thong tin mang giai
doan 2016 - 2020;

Can ctr Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 caa Chinh pha vé bao
dam an toan hé thong thdng tin theo cap do;

Can ctr Chi thi s6 14/CT-TTg ngay 25/5/2018 cua Thu tudéng Chinh phu vé viée
nang cao nang luc phong, chong phan mém doc hai;

Can cir Quyét dinh s6 1017/QD-TTg ngay 14/8/2018 ctia Thu tudéng Chinh phu
vé phé duyét Dé an giam sat an toan thong tin mang dbi véi hé thdng, dich vu cong
nghé thong tin phuc vu Chinh phi dién tir dén nam 2020, dinh huéng dén nam 2025;

Can ctr Thong tu s6 31/2017/TT-BTTTT ngay 15/11/2017 ctia B4 Thong tin va
Truyén thong quy dinh hoat dong giam sat an toan hé théng thong tin;

Thue hién Ké hoach s6 74/KH-UBND ngay 01/4/2019 ctia UBND huyén Chau
Thanh vé viéc thuc hién nhiém vu bao dam an toan thong tin mang trong co quan
hanh chinh nha nudc trén dia ban huyén Chau Thanh nam 2019,

Nhim ting cudng cong tac bao dam an toan thong tin mang (ATTTM) trén dia
ban huyén nim 2019, Phong Gido duc va Pao tao (GD&DT) xay dung ké hoach thuc
hién nhu sau:

I. MUC TIEU:

- T6 chirc tuyén truyén, phd bién, nang cao nhan thirc va trach nhiém vé
ATTTM cho can bd, cong chirc, vién chirc (CB,CC,VC) cac co sé gido duc trén dia
ban huyén.



- Hoan thién co ban ha ting an todn thong tin, nang cao ning luc bao dam
ATTTM cho céac hé thdng thoéng tin trong diém cia cac co so gido duc, kip thoi phat
hién tin cong, canh bao sém va cd phuong an tmg phé, ngan chin kip thoi cac mdi de
doa gy mat ATTTM.

- Tang cudong cong tic bao dam an toan thong tin mang cua cac co s¢ gido duc
trong huyén, trong d6 tip trung bao dam an toan thong tin cho cac hé thdng thong tin
trong diém cua tinh, huyén, nganh gido duc (Coéng/trang thong tin dién tir tinh, huyén,
nganh; Thu dién tir tinh, huyén, nganh; cac ung dung dung chung cta tinh, huyén...),
c6 kha ning thich tng mot cach chit dong, linh hoat va giam thiéu cac nguy co, de
doa mat an toan thong tin trén mang; sin sang cac giai phap phong ngira va timg pho
khi c6 su ¢d vé an toan thong tin mang.

I1. NOI DUNG KE HOACH

1. Tuyén truyén, phd bién, ning cao nhan thirc va trach nhiém vé ATTTM

- Long ghép noi dung tuyén truyén cong tac ATTTM vdéi viée thuc hién Ké
hoach s6 3029/KH-UBND ngay 13/8/2015 ctia UBND tinh vé viéc tuyén truyén,
nang cao nhan thirc va kién thirc vé cong nghé thong tin trong co quan nha nudc va
nhan dan trén dia ban tinh Long An giai doan 2016-2020 va Ké hoach tuyén truyén
niam 2018 cta nganh Thong tin va Truyén thong.

- Tiép tyc trién khai, pho bién cac van ban linh vyc an toan thong tin: Luat An
toan thong tin mang, Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 cta Chinh phu,
Chi thi s6 14/CT-TTg ngay 25/5/2018 va Quyét dinh s 1017/QD-TTg ngay
14/8/2018 cua Thi twéng Chinh phu, Ké hoach sé 1702/KH-UBND ngay 03/6/2014
va Ké hoach s6 2423/KH-UBND ngay 06/7/2016 ctia UBND tinh...

- Duy tri, cung cip kip thoi thong tin tai chuyén muc ATTTM trén Cong/Trang
thong tin dién tir ctia tinh, huyén, nganh.

2. Xay dung cac thiét ché va ha tang k§ thuat bao dam ATTTM

- Tham muu b6 sung, hoan thién cac quy ché va cac van ban huéng dan thuc
hién cong tac bao dam ATTTM trong hoat dong cia co quan nha nudc trén dia ban
huyén.

- Thyuc hién céc bién phap bao dam ATTTM phu hop véi tinh hinh thyc té cua
nganh gido duc trén dia ban huyén.

3. Bao dam ATTTM trong hoat dong cia co s¢ giao duc

- Thyc hién céac giai phap bao ddm ATTTM cho hé thong thong tin, tién hanh ra
so4t tong thé hé thong mang, may chu, may tram,... trién khai phuong 4n bao vé, ngan



chin va phat hién sém viéc truy cap trai phép vao hé thdng mang may tinh, thiét b
luu trir dir 1i€u; quan triét cac co sd, can bg, cong chirc, vién chiic nang cao canh giac
trude cac hinh thire Itra dao, khong cung cép thong tin cd nhan, tai khoan ngan hang,
tai khoan mang xa hoi (facebook, youtube, zalo,...) khi c6 bat ky yéu cau nao khong
dang tin cay, tranh truy cap vao cac duong lién két (link) la.

- Thiét lap hé théng sao luu dir li¢u du phong, han ché rai ro mat dir liéu va sén
sang phuc hdi dir liéu, nhanh chong dua h¢ théng trd lai hoat dong binh thuong khi co
su ¢b x4y ra.

- Tang cudng str dung chit ky sb chuyén dung trong hoat dong co quan hanh
chinh nha nudc (don vi, ca nhan).

4. Cong tac dao tao vé ATTTM

Tham du céac 16p dao tao, bdi dudng nang cao k¥ niang nghiép vu vé ATTTM
cho can b9, cong chirc, vién chirc; cir 1anh dao, can bg, cong chirc, vién chirc tham gia
cac khoa dao tao ding dbi tuong theo chuong trinh, ké hoach cua tinh, huyén va ctua
S& Thong tin va Truyén thong to chic.

III. TO CHUC THU'C HIEN

1. Van phong va can bg, cong chirc phu trach CNTT Phong GD&DT:

- Phéi hop trién khai, hudng dan, don dbc, theo ddi, kiém tra va bao céo tinh
hinh, két qua thuc hién Ké hoach nay.

- Thuong xuyén theo doi hoat dong trang thong tin dién tur cua nganh, kip thoi
phat hién va xur Iy ngay khi ndi dung bj thay doi hodc bi dang tai nhitng thong tin trai
quy dinh; T chuc quan 1y chat ché, thuong xuyén kiém tra céc tai khoan cua cac hé
théng thong tin nhim ngin ngira tinh trang truy cap trai phép vao hé thong.

2. Cac co so giao duc trye thugec Phong GD&DT

- C6 trach nhiém phdi hop chat ché véi Van phong HDND-UBND, Phong Vin
hoa va Thdng tin, Phong GD&DT trong qua trinh thuc hién Ké hoach nay. Chu dong
xay dung Ké hoach thuc hién nhiém vu bao dam ATTTM trong co s& minh quan 1y.

- Chi1 dong trién khai cac giai phap dam bao an toan va an ninh thong tin trong
cac hoat dong ung dung CNTT tai don vi minh. Tuyé¢t ddi khong trao doi qua hé
thong thu dién tir cong cong (gmail, yahoo mail, outlook mail,... ). Khong sir dung
dich vu luu trir truc tuyén (google drive, fshare, 4shared,... ) dé luu trir van ban, tai
liéu co quan. Nang cao muc do canh giac, phong ngura rai ro khi sir dung may tinh co
quan truy cap cac trang mang xa hoi (Facebook, Zalo, Instagram,...).



Can ctir K& hoach nay, Thu trudng cc co sd gido duc khan truong, nghiém tic
trién khai thuc hién.

Noi nhan:

- UBND huyén (Dé b/c);
- BLD.PGD&DT;

-Luu: VT, CNTT.

TRUONG PHONG
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